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Our mission is to protect 
the open economy.

OpenZeppelin is a Web3 cybersecurity company that 
provides security audits and products for 
decentralized systems.

Projects of all sizes — from new startups to 
established organizations — trust OpenZeppelin to 
build, inspect, and connect to Web3.
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Join the team!
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Security, Reliability and
Risk Management

OpenZeppelin provides a complete suite 
of security and reliability products to build, 
manage, and inspect all aspects of software 
development and operations for Ethereum 
projects.

150+ audits 9,000+ teams served 





https://openzeppelin.com

Cross-Chain Operations with OpenZeppelin Defender
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New in 4.6: Cross-Chain Enabled

Goal: An abstraction to build cross-chain aware contracts. 

Includes internal functions and modifiers to restrict cross 

chain operations.

Implementations available for:

● AMB (gnosis chain)

● Arbitrum

● Optimism

● Polygon (Root → Child)
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New in 4.6: Cross-Chain: AccessControl

Goal: Access Control extension to support restriction to 

cross-chain addresses.

For each role, such as the MINTER_ROLE, there are two 

variants:

● The “normal” version

● The “aliased” version

In order to call an onlyRole(MINTER_ROLE) function from a 

cross-chain call, the caller must have the aliased role. 
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Abstract contract vs Library

Cross-chain support is available through:
● Inheritance / Contracts (specialization of the CrossChainEnabled framework)

● Composition / Libraries (with a standard interface)

Libraries are more difficult to use but enable more powerful patterns.

Idea: A contract that can receive messages from multiple bridges, identify the bridge, and recover the sender 

transparently.

Issue: Some chains (polygon) need specific public functions at the contract level to receive cross-chain calls. This 

cannot be abstracted in a library.
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On the Roadmap: Emitting Cross-Chain Calls

Available: Receiving call and identifying the sender

Next: Emitting calls to other chains

Emitting is way more difficult to standardize than receiving.

● Some chains require many parameters that are difficult to abstract.

● There often is not any “default” value observable on-chain. Forwarding them is painful, particularly with 

delayed execution (governor/timelock). 

● “Less is more” should be your guideline when designing these systems.
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On the Roadmap: Emitting Cross-Chain Calls
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We need more standards: Bridges

Some things can be fixed in the user space:
● Sender recovery

● Retryable tickets

Personal opinion:
● We need standard interfaces for arbitrary message 

passing. “AMB” or “CrossChainMessenger” style.

● Easy to build on top of existing mechanisms.

● Reduces the complexity of user contracts.

● Hard to standardize, should be a community effort!
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We need more standards: ERC20 extension
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Beyond Solidity: OpenZeppelin Contracts for Cairo



@openzeppelin/contracts
docs.openzeppelin.com

forum.openzeppelin.com
defender.openzeppelin.com



ContactLearn more

openzeppelin.com/contracts
forum.openzeppelin.com
docs.openzeppelin.com

 .  @amxx
hadrien@openzeppelin.com

Thank you!


