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All the things I wish

(native) Solidity would let me do
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Contracts

@openzeppelin/contracts@5.5.0
@openzeppelin/contracts—-upgradeable@5.5.0

"I Contracts

A library of modular, reusable, secure smart contracts
for the Ethereum network, written in Solidity.

» Leverage standard, tested, and community-
reviewed contracts.
.~ Most popular library in the industry.

~ Learn from best practices adopted by the
ecosystem.

~ Reduce your attack surface by reusing audited
code.

VISIT SITE GO TO DOCS

7. OpenZeppelin




Designed and implemented:

1.

By solidity developers
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Designed and implemented:

1.
2.
3.

By solidity developers
For solidity developers
In solidity
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Our code is not 100%
native solidity.

@openzeppelin/contracts uses ~400 assembly blocks.

These blocks allow us to leverage features of the EVM

that are not (easily/cheaply) available in native solidity !

These blocks reduce the readability/auditability of the

code, negatively impacting security.

}

ntract Proxy {

1 t img i
This function doe tl
function _delegate(address implementation) internal virtual {
assembly {
Cop t fu em
k because it will not return to the
Solidity scratch pad at memory sitior
calldatacopy(@x00, 0x00, calldatasize())
Call the implementatic
t and outsize are @ because we don't know the size yet
let result := delegatecall(gas(), implementation, 0x00, calldatasize(), 0x00, 0x00)
Cc e returned data
returndatacopy(6xe0, 0x@e, returndatasize())
switch result
lelega
0 {
revert(0x00, returndatasize())
}
fault {
return(0x00, returndatasize())
}
}
}
Thi i al tr houl en th idr
functior f ack
function _implementation() internal view virtual returns (address);
eleg t
This function does not return to its internal call site, it will retu tl
function _fallback() internal virtual {
delegate(_implementation());
}
it at d 1 dre ple

fallback() external payable virtua
fallback();

}



Where do we use assembly?
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Low level calls

e  Basic call will bubble any revert,
e Try-catch reverts if the target has no code
e Low level calls “address.call(...)” require encoding

the parameters, and expand the memory with

results

When gas costs are critical, branches must be minimized

and memory allocation must be avoided, YUL is king.

function _safeTransfer(IERC20 token, address to, uint256 value, bool bubble) private returns (hool success) {
bytesd selector = IERC20.transfer.selector;

assembly ("memory-safe") {
let fmp := mload(0x40)

success :=

11(gas(), token, ©, 0x08, Ox44, 0x00, 0x20)

S e e 1 t true
if iszero(and(success, eq(mload(x80), 1))) {
f the 11 fai bul g 1
if and(iszero(success), bubble) {
re acopy(fmp, 0x00, returndatasize())
revert(fmp, returndatasize())

}

lue i

success := and(success, and(isze
}
mstore(0x40, fmp)
}
}

ro(returndatasize()), gt(extcodesize(token), 0)))
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Deallocating memory

Solidity as a tendency to allocate (reserve) memory, by

moving the FMP (free memory pointer).
Memory is never deallocated/cleared.
Memory expansion is expensive. Doing any king of

“abi.encode” in a loop can ruin your day if you don’t

deallocate stuff you don’t need.

irtual eturns (uint48) {
uint48 etaSeconds = SafeCast.toUintd8(block.timestamp + _timelock.delay());

Memory.Pointer ptr = Memory.getFreeMemoryPointer();
for (uint256 i = 0; i < targets.length; ++1) {
if (
_timelock.queuedT

) {

256(abi.encode(targets[i], values[i], ", calldatas[i], etaSeconds)))

rnorAlrea

1(proposalld);

}
Memory. set ptr); allocate € r y
_timelock. on(targets[1], values[i], "", calldatas[i], etaSeconds);
}
etaSeconds;
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bstract contract Proxy {

plement
This function does not return to its internal call site, it will return directly to the external
Inctic delegate(address implementation) internal virtual {
assembly {
Copy 1 of mer in this in
block lidi W
lidi ion @

i outsize are @ because we don't know the size yet

° out a i
B l I b b I I n reve rt S let result := delegatecall(gas(), implementation, 0x60, calldatasize(), 0x00, 6x00)
g Copy the returned data

returndatacopy(0x00, 0x00, returndatasize())

switch result

delegatecall returns 0 on error
case 0 {

revert(0x00, returndatasize())
}
default {

return(0x00, returndatasize())

e  Basic calls don’t support arbitrary calldata 3

3
a }
e Low level calls provide the returndata as a “bytes
. * @dev This is a virtual f tic that should be erriddel it re idr
memory” object * function and {_fatiaack) sheutd detesae
. . . function _implementation() internal view virtual returns (address);
e Thereis no native way to revert with a raw bytes
. . . ev Delegates the current call to the addre eturned b implementati
reason without encapsulation in an “Error(bytes)” T
function _fallback() internal virtual {
_delegate(_implementation());
}

Proxies require bubbling the revert in YUL.

jdev Fallback function that delegates calls to the address returned by implementation(

t matches the call data

fallback() external payable virtual {
_fallback();
1
}



Decode calldata

A calldata object is represented using a pointer with two

components (offset and length)

It would be great to be able to do an “abi.decode” that

takes calldata input, and returns calldata outputs.

Mostly possible to do in solidity. Still require some YUL to

create the “calldata pointer”.

‘‘‘‘‘‘ eBat
tion ru ks and will 1 9Decodi if the 1
ful odeBatch(bytes calldata executionCalldata) internal pure ret (Execution[] exe teh) {
bufferLength = executionCalldata. length;|
Check executionCalldata is not em
if (bufferLength < 0x20) revert ERC7579DecodingError();
e offset of the array (pointe e array length
nt256 arraylengthOffset = uint256(bytes32(executionCalldata[0x00:0x20]));

The array length (at arraylengthOffset) s e 32 hytes L We check that this is within the

if (arraylengthOffset > bufferLength - 6x20)

int256 arraylength = uint256(bytes32(executionCalldata[arraylengthOffset:arraylengthOffset + 0x20]));
that the buffer i ] enough t tore the array elements a ffset intel
o
validit f the ldata at that locati i ecked en the array element is accessed
1 t
lidity limit f 1 arra 4-1 is guarantee: arraylLengt! 2 e ot ov
if (arrayLength (uint64).max || bufferlength - arraylengthOffset - 0x20 < arraylength * 0x20)

Error();

assembly ("memory-safe") {
executionBatch.offset := add(add(executionCalldata.offset, arraylengthOffset), 6x20)
executionBatch. length := arraylength
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Emit panic code

Panic codes are great!

They are “universal custom error” for common/frequent

errors (overflow, division by zero, array out-of-bound).

There is no native way to trigger them, which we may
want to do when implementing math operations or data

structures.

Iy

dev 00 1 1 tion
int256 internal constant RESOURCE_ERROR = 0x41;
allil valid interna nction
nternal constant INVALID_INTERNAL_FUNCTION = Ox51;

EMPTY_ARRAY_POP} if the

nction popBack(Bytes32Deque storage deque) internal returns (bytes32) {

(bool success, bytes32 value) = tryPopBack(deque);
if (!success) Panic.panic(Panic.EMPTY_ARRAY_POP);

value;
tt
nction tryPopBack(Bytes32Deque storage deque) internal returns (bool success, bytes32 value) {
uncheck
uint128 backIndex = deque._end;
if (backIndex == deque._begin) return (false, bytes32(6));
backIndex;
success = true;
value = deque._data[backIndex];
delete deque._data[backIndex];
deque._end = backIndex;
}
ERROR} if the queue is full
nction pushFront(Bytes32Deque storage deque, bytes32 value) internal {

bool success = tryPushFront(deque, value);
if (!success) Panic.panic(Panic.RESOURCE_ERROR);
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slot;
embly ("memory-safe”) {
slot := arr.slot

}
U n C h e C ked a Ccesses turn slot.deriveArray().offset(pos).getBytes32Slot();
nsafeM A (bytes32[] ) (
{
res := mload(add(add(arr, 0x20), mul(pos, 0x20)))
9 o 19 0 }
When accessing an array element, solidity will check that )
the index is within bounds. That check includes a read .
(possibly from storage) and a branch.
tion _values(Set storage set, uint256 start, uint256 end) private view ret (bytes32[] mer
ecked {
In some cases we know the index is in bound. Sl e

es32[](len);

eAccess(set._values, start + 1).value;

There is no way to skip the check in order to save gas.

“unchecked” does not remove this check.

safeAccess(bytes32[] storage arr, uint256 pos) inter re returns (StorageSlot.Bytes32Slot st

ge) {
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Chunks of bytes L

functi VuHsar'»R%AJB"“ ffse ytes memory buffer, uint256 “rwvt) private
b1 (“?svva )
value mload(add(add(buffer, 0x20), offset))
}
Solidity allows you to access “bytes” and “string” object ’
byte by byte (from memory or storage).
ti buffer) interna e re (uint256) {
9; 1 < buffer.length; i += 0x20) {
eReadBy et(buffer, i);
. . . if (chunk != bytes32(0)) {
Accessing more than one byte is supported when reading L S S

turn 8 * buffer.length;

from calldata )

If you want to read more than one byte at a time, you

need todoitin YUL.

BN



Transient structures

Since version 0.8.28, solidity supports value type

transient state variable.

Non-value types (including mappings, strings, ...) are
NOT supported. Application such as Uniswap v4 rely on

these.

Combining our SlotDerivation and TransientSlot libraries,

we can implement transient mappings or array.

s (AddressSlot) {

essSlot slot) inter view ret (address value) {
memory-safe") {
oad(slot)

value

inction tstore(AddressSlot slot, address value) internal {
sembly ("memory-safe") {
tstore(slot, value)

result := keccak256(0x00, 0x40)
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How hard would it be?

“Trivial”

Panic codes
Bubble reverts
Transient structures

(1 Ea Sy”

Calldata decode
Unchecked accesses
Chunks of bytes

Hard!

Deallocate memory
Low level calls
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Can solidity core help?

If OZ can do some of these in YUL, the solidity code
“standard library” should be able to solve some of these.
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Q&A
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