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● There will be a trillion dollar open economy built on blockchains 
and powered by smart contracts

● This new, open economy will be built by teams of creative people 
developing new applications used by billions of people

● These teams will need a set of tools, products and services to 
make sure that what they are building is safe and reliable

● OpenZeppelin will be a leading provider of these solutions, 
allowing teams to build faster with lower risk

OpenZeppelin’s thesis

https://shared.hadriencroubois.com/slides/EthCC2023.pdf
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150+ audits 9,000+ teams served 

OpenZeppelinʼs products 

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



Contracts
@openzeppelin/contracts@4.9.2

@openzeppelin/contracts-upgradeable@4.9.2

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



Some statistics

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



Immunefi bug bounty

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



One year of features

Governance & Votes
● Support timestamp (see ERC-6372)

Access
● Ownable2Step
● AccessControlDefaultAdminRules

NFTs
● ERC721Consecutive
● ERC721Wrapper

4.7.0 to 4.9.2

DeFi
● ERC4626 virtual offset

Libraries
● ShortStrings
● eip712Domain (see EIP-5267)

Other
● Procedural code generation
● Formal verification and fuzzing

And many many more… (see Changelog)

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



@openzeppelin/merkle-tree
● Build tree from leaf details, 

with automatic double hashing

● Dump to file / load from file

● Generate proofs and multiproofs

● Verify proofs and multiproofs

● Get root, render, hash leaf, …

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



What is coming in 5.0?

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



AccessManager
and

AccessManaged
(abstract contract that provides a “restricted” modifier)

and

AccessManagedAdapter 
(for contracts that are Ownable or AccessControl)

The AccessManager system

Design is still work in progress.

A single contract of managing all the permissions in your dApp

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



The AccessManager system
A single contract of managing all the permissions in your dApp

AccessControl AccessManager

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



Calling a restricted contract
Directly

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



Calling a restricted contract
With a Delay

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



Namespace storage

Design is still work in progress.

Stop worrying about inheritance ordering during upgrades

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



See ERC-7201
Status: draft

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



Contracts refactor

Tokens (ERC20, ERC721, ERC1155)
● Remove hooks in the token contracts
● Lock _transfer, _mint, _burn 
● Single function to override: _update(...)

Nonces
● Dedicated abstract contract

Breaking changes that requires a major version

Governor voting
● Bytes signatures
● Nonce protected
● ERC-1271 support

Ownable
● Take initial owner as an argument

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



More modern solidity
Catching up with the compiler 

Explicit imports, Custom errors, abi.encodeCall, bytes.concat, string.concat, …
https://shared.hadriencroubois.com/slides/EthCC2023.pdf
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More modern solidity
Catching up with the compiler 

Explicit imports, Custom errors, abi.encodeCall, bytes.concat, string.concat, …
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More efficient solidity
Because we do care about gas

Packing storage, using immutable variables, …
https://shared.hadriencroubois.com/slides/EthCC2023.pdf



● All cross-chain contracts (including  AccessControlCrossChain)
● All presets in favor of OpenZeppelin Contracts Wizard

● Address.isContract
● Checkpoints.History
● Counters
● SafeMath
● SignedSafeMath
● Timers
● GovernorCompatibilityBravo
● GovernorVotesComp
● GovernorProposalThreshold
● TokenTimelock (in favor of VestingWallet)

Removing old code

● ERC20Snapshot
● ERC20VotesComp
● ERC165Storage
● ERC777
● ERC1820Implementer
● Escrow
● ConditionalEscrow
● RefundEscrow
● PaymentSplitter
● PullPayment

Some of these might be reintroduced after a redesign (in 5.1 or later)

https://shared.hadriencroubois.com/slides/EthCC2023.pdf

https://wizard.openzeppelin.com/


Some things donʼt change
We may not like it, but we need it.

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



Release candidate coming soon. 
September 1st, 2023

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



What to expect after 5.0?
Utilities
● Account abstraction
● Onchain merkle tree construction
● UDVT for common patterns (Masks)

Governance
● More modules
● More modular design

DeFi
● New PaymentSplitter

Nonces (EIP-6077)
● TYPEHASH specific nonce
● Parallel nonces through “tracks”

Some things we want to explore, but nothing in this list is guaranteed to happen

Security
● AccessManager extensions
● Circuit breaker

Upgradeability
● Partial transpilation
● VTable Proxies

Tests
● Migration to ethers v6
● Migration of FV to CSVL2

Support the future of ethereum
● Transient storage
● Storage structures for a post-Verge network

https://shared.hadriencroubois.com/slides/EthCC2023.pdf



@openzeppelin/contracts
docs.openzeppelin.com

forum.openzeppelin.com
defender.openzeppelin.com



Questions?



https://openzeppelin.com


