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● There will be a trillion dollar open economy built on blockchains and 
powered by smart contracts

● This new, open economy will be built by teams of creative people 
developing new applications used by billions of people

● These teams will need a set of tools, products and services to make 
sure that what they are building is safe and reliable

● OpenZeppelin will be a leading provider of these solutions, allowing 
teams to build faster with lower risk

OpenZeppelinʼs thesis
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Contracts
@openzeppelin/contracts@5.0.2

@openzeppelin/contracts-upgradeable@5.0.2
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How smart contract state is stored

● Each account comes with a storage trie

● Used for persistent data
ERC-20 balances, ERC-721 ownership, everything

● Storage is divided in slots
Each account has 2²⁵⁶ slots available

● Slots must be “warmed up” before use
You only pay the warm-up price once per tx

● All slots are identical
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That all changes with the verge

● All storage in the same (verkle) trie

● Position in that shared trie is a combination of 
account and offset (“slot number”)

● Slots are gathered in buckets
For a given account, consecutive slots are in the 
same bucket (up to 256 slots)

● Buckets are “warmed up”, not slots
So reusing slots in a given bucket is efficient

Stem (31 bytes) suffix

PedersenHash(address || offset[:31])[:31) offset % 256
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The grammar of storage layouts (Solidity & Vyper)

Arrays derivation

Mappings (Solidity)

Mappings (Vyper)

State variables, structs, array elements

Contractʼs root
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● Mappings are extensively used in solidity
Balances, ownership, allowance, …

● Mappings work by pointing to a pseudo-random location
Virtually impossible to get a collision + all slots are equally good

● Data is scattered everywhere 
Very poor data locality for verkle, each key point to a different bucket

Where the grammar fails: Mappings

Key: 42

Key: 1337

Key: 0

0x0000…0000
0x0000…0001
0x0000…0002

…
0x2852…8242
0x2852…8243
0x2852…8244

…
0x33ed…eafe
0x33ed…eaff
0x33ed…eb00

…

…

0xad32…5fb5
0xad32…5fb6
0xad32…5fb7
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0x0000…0000
0x0000…0001
0x0000…0002

…
0xb10e…0cf6

…

0xb10e…0cf7
0xb10e…0cf8
0xb10e…0cf9
0xb10e…0cfa
0xb10e…0cfb
0xb10e…0cfc
0xb10e…0cfd
0xb10e…0cfe
0xb10e…0cff
0xb10e…0d00

Length

Item[0]

Item[1]

Item[2]

Item[3]

Item[4]

Item[5]

Item[6]

Item[7]

Item[8]

Item[9]

Item[10]

● Arrays have way better data locality then mappings

● Each array access check that length is within bounds
Length information is located at the root (different bucket)

● The start of the array is unlikely to coincide with the start of a 
bucket
Sub-optimal for small arrays, tapers off when the array length increases

Where the grammar fails: Arrays
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Key: Bob

Key: Alice

Key: Charles

0x0000…0000

0x0000…0001

0x0000…0002

…

<bob’s balance>

<bob’s delegate>

<bob’s permissions>

…

<alice’s balance>

<alice’s delegate>

<alice’s permissions>

…

…

<charles’s balance>

<charles’s delegate>

<charles’s permissions>

● Merge mappings that use the same key
Map to a structure that contains all the values

● Easy to do, but will occasionally not work
If the key points to the end of a bucket, the structure may span over two 
buckets

● Limited to some cases
In ERC-20, balances and approvals have different key patterns, so they 
cannot be consolidated

What you can do as a developer: consolidate mappings 
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transferFrom on a “Normal ERC-721” transferFrom on a “Packed ERC-721”

https://witness.verkle-gen-devnet-6.ethpandaops.io/tx?hash=0x8392b88383b22ea3a7ae822dfa7594651b6d39464fa8903496340df5754c5631
https://witness.verkle-gen-devnet-6.ethpandaops.io/tx?hash=0x6462301b788718119ce47c91ec3ae8198afca9448785e8ac7006b4bb7a1c51fe
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Mapping Array Custom array implementation

What you can do as a developer: use (custom) arrays
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Compiler must evolve to optimize for Verkle storage costs …

● Replace “keccak256(...)” with “keccak256(...) & ~0xFF”
for Array and mapping derivation

● Move the length of the array to the same “space” as the 
elements

● Provide in-language mechanism to “extend” a mapping from 
a parent contract

… but this is breaking

What we ultimately need: compiler support!
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@openzeppelin/contracts
docs.openzeppelin.com

forum.openzeppelin.com
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Slides POAP

Thank you for your attention

Source code & results

https://shared.hadriencroubois.com/slides/EthCC2024.pdf
https://gist.github.com/Amxx/49baf1c7c485f8110712bb6f2e888236

